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Authorship declaration. Philosophy and design authority remain SJS's. Production assistance structured this instrument from the GBS-UDOC Constitutional Proposition and the adapted divisional package map.
1. Purpose
UDOC's material risks are technical and security risks: integrity of the governance gate, sealed audit trail, evaluation engine, tenancy isolation, and key custody. This framework is division-specific. It does not replace H-08's institutional risk language; it specialises it for a software platform that other divisions depend on.
2. Risk Classes
•  Integrity risk — governance gate bypass, log tampering, silent evaluation failure.
•  Confidentiality risk — cross-tenant leakage, unauthorised export, key exposure.
•  Availability risk — outage of decision or log paths during critical operations.
•  Supply-chain risk — compromised dependencies, build pipeline, third-party APIs.
•  Compliance risk — POPIA/data-protection breaches; misstated sovereign claims.
•  Misrepresentation risk — commercial claims that outrun certification or pilot evidence.
3. Control Principles
•  Fail-closed by default on governance decisions when assurance signals are incomplete.
•  Separation of duties between sales and any future certification function (U-04).
•  Least privilege for production credentials; no shared root across tenants.
•  Change control for anything that affects scoring, licence eligibility, or log format.
•  Honest external language: designed vs live vs aspirational must not be blurred in sales materials.
4. Critical Incident Triggers (Immediate Hold)
•  Evidence of sealed-log write failure or undetected gap.
•  Confirmed cross-tenant data exposure.
•  Governance gate disabled or bypassed in production.
•  Compromise of production signing or encryption keys.
•  COB or founder binding halt under H-01.
5. Response Outline
1. Contain — revoke keys, isolate tenant, freeze affected write paths as required.
2. Preserve evidence — do not destroy logs needed for investigation.
3. Notify — Sponsor, affected counterparties per contract, and institutional leadership.
4. Remediate — patch, rotate, restore fail-closed posture.
5. Review — post-incident write-up; update this framework if a new class appears.
6. Ongoing Assurance
•  Negative-path tests in pilot and production (U-02).
•  Dependency and secret rotation cadence.
•  Access reviews for production administrators.
•  Sampling of evaluation and log integrity.
•  Annual institutional compliance certificate input for UDOC.
7. Relationship to Other Instruments
•  U-02 — operationalises pre-flight and abort criteria.
•  U-03 / U-05 — commercial process must not override risk holds.
•  U-04 — certification suspended while critical integrity incidents are open.
•  H-09 — institutional regulatory baseline; UDOC still owes division-specific security practice.
8. Honesty Tier
Proven: need for fail-closed governance and sealed logs is demonstrated in platform design and live routes.
Designed: this risk taxonomy, hold triggers, and response outline.
Aspirational: formal SOC-type external attestation at scale.
9. Legal Status
Risk management instrument only. Not an insurance policy, warranty, or regulatory filing.
End of GBS-UDOC-06.
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